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Design vertrauenswürdiger KI
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Gestaltung vertrauenswürdiger KI
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Misinformation & Desinformation

• "Misinformation sind falsche Informationen, 
einschließlich falscher Zusammenhänge und 
irreführender Inhalte." 
"Misinformation are false information, including 
false connections and misleading content." 

• "Desinformationen sind falsche Informationen 
mit der Absicht zu schaden." 
"Disinformation are false information with an 
intent to harm."
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Wardle, C., & Derakhshan, H. (2018). Thinking about ‘information disorder’: formats of misinformation, 
disinformation, and mal-information. Journalism,‘fake news’& disinformation, 43-54.



Nutzer:innen verstehen
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Cifliku, B. and Heuer, H., 2025, 
April. " This could save us 
months of work"-Use Cases of 
AI and Automation Support in 
Investigative Journalism. In 
Proceedings of the Extended 
Abstracts of the CHI 
Conference on Human Factors 
in Computing Systems (pp. 1-8).



YouTube-Empfehlungen kontrollieren

Methoden zur Kontrolle der Ausgabe von KI-
Systemen, z.B. zum Nachweis von Diskriminierung.
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Hendrik Heuer, Hendrik Hoch, Andreas Breiter, and Yannis Theocharis. 2021. Auditing the Biases Enacted by YouTube for Political 
Topics in Germany. In Proceedings of Mensch und Computer 2021 (MuC '21). Association for Computing Machinery, New York, NY, USA, 
456–468. https://doi.org/10.1145/3473856.3473864
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Altay, S., Berriche, M., Heuer, H., Farkas, J., & Rathje, S. (2023). A survey of expert views on misinformation: Definitions, determinants, 

solutions, and future of the field. Harvard Kennedy School (HKS) Misinformation Review, 4(4), 34. Harvard Kennedy School.
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Costello, T. H., Pennycook, G., & Rand, D. G. (2024). Durably reducing conspiracy 

beliefs through dialogues with AI. Science, 385(6714), eadq1814.

Chatbots & Verschwörungstheorien



13
Costello, T. H., Pennycook, G., & Rand, D. G. (2024). Durably reducing conspiracy 

beliefs through dialogues with AI. Science, 385(6714), eadq1814.

Chatbots & Verschwörungstheorien



14
Costello, T. H., Pennycook, G., & Rand, D. G. (2024). Durably reducing conspiracy 

beliefs through dialogues with AI. Science, 385(6714), eadq1814.

Chatbots & Verschwörungstheorien



15
Costello, T. H., Pennycook, G., & Rand, D. G. (2024). Durably reducing conspiracy 

beliefs through dialogues with AI. Science, 385(6714), eadq1814.

Chatbots & Verschwörungstheorien



16
Costello, T. H., Pennycook, G., & Rand, D. G. (2024). Durably reducing conspiracy 

beliefs through dialogues with AI. Science, 385(6714), eadq1814.

Chatbots & Verschwörungstheorien



17
Costello, T. H., Pennycook, G., & Rand, D. G. (2024). Durably reducing conspiracy 

beliefs through dialogues with AI. Science, 385(6714), eadq1814.

Chatbots & Verschwörungstheorien



18

Labels For  
News Articles  
✅  62% ⛔  6%

Disinformation 
created

Disinformation 
labeled

Phase 1 Phase 2 Phase 3

Education in 
School & Uni 
✅  88% ⛔  0%

Promoting Media 
Literacy  
✅  100% ⛔  0%

Find Sources  
For Claims  
✅  74% ⛔  6%

Labels For  
News Sources  
✅  68% ⛔  15%

Find Information 
About Claims  
✅  74% ⛔  12%

Find Information 
About Sources  
✅  65% ⛔  6%
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✅  29% ⛔  26%

Compare  
News Sources  
✅  65% ⛔  12%

Deleting 
Disinformation  
✅  38% ⛔  35%

✅  Percentage of disinformation experts who agreed or strongly agreed that this solution is helpful. 
⛔  Percentage of disinformation experts who disagreed or strongly disagreed that this solution is helpful.

Misinformation 
created

Misinformation 
labeled

Werkzeuge gegen  
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Hendrik Heuer. 2025. The Phase Model of Misinformation Interventions. Proc. ACM Hum.-Comput. Interact. 9, 2, 
Article CSCW190 (April 2025), 28 pages. https://doi.org/10.1145/3711088
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